UBND TINH TUYEN QUANG CONG HOA XA HQI CHU NGHIA VIET NAM

SO GIAO THONG VAN TAl DPéc 1ap - Tw do - Hanh phc
S6: 852 /QD-SGTVT Tuyén Quang, ngdy 25 thdang 11 nam 2020
QUYET PINH

Ban hanh Quy ché Pam bio an toan, an ninh théng tin trong hoat déng
wng dung cong nghé théng tin cia Sé Giao thong van tai tinh Tuyén Quang

GIAM POC SO GIAO THONG VAN TAI TUYEN QUANG

Can cur Lugt Giao dich dién tu ngay 29 thang 11 nam 2005,

Can cir Lugt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cir Nghi dinh sé 64/2007/NP-CP ngay 10/4/2007 cia Chinh phu vé iing
dung cong nghé thong tin trong hoat dong cua co quan nha nuoc;

Can cir Nghi dinh sé 72/2013/NP-CP ngay 15/7/2013 cia Chinh phi vé
quan ly, cung cap va si dung dich vy Internet va théng tin trén mang;

Can cir Quyét dinh sé 17/2014/0D-UBND ngay 21/10/2014 cua Uy ban
nhan dan tinh Tuyén Quang vé viéc ban hanh Quy ché Pam bdo an toan, an ninh
thong tin trong hoat dong ung dung cong nghé thong tin cua co quan nha nuwoc
tinh Tuyén Quang;

Cén cir cac Quyét dinh ciia Uy ban nhan dan tinh Tuyén Quang: So 109/0P-
UBND ngay 01/4/2016 Vé viéc quy dinh chitc nang, nhiém vy, quyén han, t6 chizc bé may
cua So Giao thdng vdn tai tinh Tuyén Quang; sé 297/0D-UBND ngay 27/7/2020 vé viéc
Sep xép lai co cdu té chire ciia S¢ Giao thdng vdn tdi tinh Tuyén Quang;

Theo dé nghi ciia Chdanh Van phong S¢ Giao théng vdn tdi.

QUYET PINH:

Piéu 1. Ban hanh Quy ché dam bao an toan, an ninh théng tin trong hoat
dong tng dung cong nghé thong tin cua S¢ Giao théng van tai tinh Tuyén Quang
(C6 Quy ché dam bao an toan, an ninh théng tin trong hoat dong wng dung cong
nghé thong tin cua S¢ Giao thdng van tai tinh Tuyén Quang kem theo).

Piéu 2. Quyét dinh nay c6 hiéu lyc thi hanh ké tir ngay ky.
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Piéu 3. Cac ong, ba: Chanh Van phong Sé; Chanh Thanh tra S¢; Truéng
phong chuyén mén, thu truéng don vi thudéc va truc thuéc So; cong chuec, vién
chtre, nguoi lao dong S¢ Giao thdng van tai; té chuc, ca nhan co lién quan chiu
trach nhiém thi hanh Quyét dinh nay./.

Noi nhan: KT.GIAM bOC
- UBND tinh (b/céo); PHO GIAM POC
-STT&TT; :

- Giam déc, cac PGP So;
- Nhu Diéu 3 (thuc hién);
- Luu: VT, VP.

Tran Vin Sang
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UBND TINH TUYEN QUANG  CONG HOA XA HQI CHU NGHIA VIET NAM
SO Oig‘@}“ﬁ-‘ AN TAI Poc lap - Tw do - Hanh phuc
By

QUY CHE

(Ban hanfkerrrtheo Quyét dinh s6852 /0P-SGTVT ngdds thing 11 nam 2020
cua Giam doc So Giao thdng van tai tinh Tuyén Quang)

N Chuong I
NHUNG QUY PINH CHUNG

Pi¢u 1. Pham vi diéu chinh

Quy ché nay quy dinh viéc dam bao an toan, an ninh théng tin trong hoat
dong tmg dung cong nghé thong tin ctia S& Giao thong van tai tinh Tuyén Quang.

Picu 2. Péi twong ap dung

Quy ché nay dugc ap dung d6i v6i cac phong, ban, don vi thudc S&, don vi
su nghiép truc thudc S&; cong chirc, vién chirc, nguoi lao dong S¢ Giao thong van
tai tinh Tuyén Quang trong viéc quan ly, khai thac, sit dung va ddm bdo an toan, an
ninh thong tin cua So¢.

Piéu 3. Nguyén tic ap dung

Nhitng ndi dung lién quan dén viéc quan 1y, st dung, ddm bdo an toan, an
ninh thong tin trong hoat dong ng dung cong ngh¢ thong tin khong quy dinh tai
Quy ché nay, thi thuc hién theo quy dinh cta phap luat hién hanh, cac quy dinh,
quy ché khéc cua S& Giao thong van tai.

) ChwongIl.
TRACH NHIEM QUAN LY, SU DUNG,
PAM BAO AN TOAN, AN NINH THONG TIN

Diéu 4. Phan loai tai nguyén cia hé thong thong tin

1. H¢ théng thong ti{l cua S& Giao thong van tai dugc phan loai thanh 03
loai tai nguyén chinh, bao gom:

a) Tai nguyén vé dit ligu.
b) Tai nguyén vé phan mém.

c¢) Tai nguyén v€ phan cung.
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2. Trong 03 loai tai nguyén quy dinh tai khoan 1 Diéu nay, tai nguyén vé dir
liéu trong hé thong thong tin quy dinh tai diém a dugc wu tién bdo v¢ & mirc dd cao
nhat.

Piéu 5. Trach nhiém ciaia cdng chirc, vién chirc, ngwoi lao dong trong
quan ly, khai thac, sitr dung hé thong thong tin

1. Tuan tha nghiém cic quy dinh cta nha nudc, cua S& Giao thong van tai
vé dam bao an toan, an ninh thong tin trong hoat dong ing dung cong nghé thong
tin.

2. Khéng dugc choi céc tro choi truc tuyén (game online) hoic cac trd choi
khac trén Internet trong gio lam viéc.

3. Khoéng dugc truy cap hodc tai cac trang website co ndi dung doi truy,
phan dong, cac chuong trinh khong rd nguon goc, cac thong tin quang céo.

4. Khi str dung hé théng thu dién tir (Email), khong duoc kich chudt vao bat
cu t}lu djén ta, t¢p dinh kem, duong link, thu rac, thu quang cdo nao khong 1o
nguodn goc va khong xac dinh dugc nguoi gui.

Pi¢u 6. Quan ly thiét bi cong nghé thong tin

1. Thiét bi cong nghé thong tin dugc trang bi tai cac phong, ban, don vi va
giao cho cé nhan quan 1y, st dung la tai san cia Nha nudc, dugc quan ly, st dung
theo quy dinh ctua phép luat va ctia S& Giao thong van tai tinh Tuyén Quang. Céc
phong, ban, don vi, cong chirc, vién chirc, nguoi lao dong c6 trach nhiém quan Iy
trang thiét bi duoc giao ddm bao dung muc dich, dung quy dinh.

2. Vin phong Sé thuc hién chirc ning, nhiém vu quan tri mang, truc tiép
quan Iy k¥ thuat va duy tri hoat dong cua hé théng thong tin; 1a dau mdi két ndi
mang LAN, mang Internet, mang dit liéu chuyén diing; kiém tra hién trang, dé xuat
stra chira hodc mua méi cac chung loai thiét bi cong nghé théng tin phd hop, an
toan, bao mat theo quy dinh vé quan Iy, str dung tai san chocéac phong, ban, don vi
thuoc So.

3. Cac don vi su nghiép truc thuoc Sé cir mot dau mdi thuc hién cac nhiém
vu quy dinh tai khoan 2 Biéu nay tai don vi minh.

Piéu 7. Quan ly, khai thac, sir dung phin mém

1. Van phong So 1a d¢au mbi c6 trach nhiém thyc hién, phdi hop hoic thué
viéccai dit, quan 1y cac phan mém hé thong va phan mém Gng dung trong hé thong
mang mdy tinh tai cdc phong, ban, don vi thugc S¢, cong chue, nguoi lao dong
thugc cac phong, don vi chuyén mén thudc So; Nghién ctru, dé xuit, nang cip
cong nghé, phan mém theo dinh hudng quan Iy Nha nudc cta nganh va tuan theo
quy dinh ctia Phap luat.

2. Cac phong, ban, don vi, cong chuc, vién chirc, nguoi lao dong co trach
nhiém phéi hop véi Vian phong SO’ chuyén vién quan tri mang trong qué trinh trién
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khai, khai thac va str dung cac phan mém do S¢ Giao thong van tai trién khai, tng
dung.

3. Phan mém, co s& dit liéu chuyén nganh thudc linh vuc chuyén mén cia
phong, ban, don vi nao thi do phong, ban, don vi d6 quan ly, khai thac va stir dung;
Tru’ong phong, thu truéng don vi chiu trach nhiém phan cong cho tung cad nhan
quan ly, sur dung, khai thac theo quy dinh. Pbi VOl cac phan mém dung chung nhu:
Hé thong quan 1y van ban va diéu hanh, Hé thong mot cia dién tir ciua t1nh/quoc
gia Van phong S& quan tri tai khoan nguoi dung; cong chirc, vién chire, nguoi lao
dong trong co quan dugc cap tai khoan ca nhan dé khai thac, st dung.

Piéu 8. Bao mit co s& dir liéu, an ninh mang va phong chong virus may
tinh

1. Bao mat dix liéu: Cong chirc, vién chirc, nguoi lao dong c6 trach nhiém
bao mat dir liéu trén cac thiét bi cong nghé thong tin duogc giao quan ly, st dung.

Viéc chia s¢ dir li€u trén mang do bo phén quan tri mang thuc hién theo quyét dinh
ctia Giam dbc S& va theo phan cap str dung tai nguyén mang.

2. Bao mat truy cap: Cac thlpt bi cong nghé thong tin, phan mém ung dung,
co sO dit li€u phai dugc diat mat khau truy cap.

3. Bao mat h¢ thong mang va truyen tin: Mang va duong truyén duge ap
dung cac ché do bao mat can thiét, chong xam nhap bat hop phap. Bo phan quan tr
mang c6 trach nhiém thudng xuyén theo ddi, kiém tra phat hién kip thoi cac hoat
dong xam nhap va c6 bién phap xu 1y kip thoi.

4. An toan trong st dung: Khi khong lam viéc véi thiét bi cong nghé thong
tin trong thoi gian dai, cong chirc, vién chirc, ngudi lao dong thudc S¢ phai tat
hodc dit ché d6 bao vé dé dam bao an toan.

5. Phong, chong virus: Cong chire, vién chire, nguoi lao dong thude S& ¢o
trach nhiém tuan thu cac bién phap phong chbng virus, phan mém doc hai trén cac
thiét bi cong ngh¢ thong tin, dam bao an toan dit li¢u dugc glao quan ly. Moi dir
lidu tir cac thiét bi luu trit bén ngoai déu pha1 dugc quet diét virus trude khi dua
vao may. Nhung may tinh phat hién c6 virus, phan mém doc hai pha1 duoc tach
khoi mang v€ mat vat 1y dé tranh tinh trang lay nhiém sang cac may tinh khac.
Khong truy cép vao cac link lién két khong rd rang; khong click vao cac link, tai vé
cac file tai liu tur cac dia chi thu khong biét ro thong tin, dia chi nguoi gui.

Piéu 9. Pam bao an toan may chi, may tram, cac thiét bi di dong va co
ché sao lwu, phuc hoi

1. Klem soat chat ché viéc cai dat cac phan mém moi 1én may chu, may tram
va cac thiét bi di dong. Cac phan mém duoc cai dat trén may chu, may tram va cac
thlet bi di dong (bao gom hé diéu hanh, cdc phan mém ing dung van phong, phdn
mém phuc vu cong viéc, tién ich khac) phal dugc thu:ong xuyén theo doi, Cap nhat
ban va 16i bao mat ctia nha phat trién, cai dit cac phan mém phong chéng virus, ma
doc va thuong xuyén cap nhat phién ban mdéi, dat lich quét virus theo dinh ky.

2. Co ché sao luu, phuc hdi may chi, may tram

Dir lidu phat sinh trong qué trinh van hanh cac phian mém tmg dung, co s&
dir li¢u chuyén nganh cua S& Giao thong van tai phai dugc sao luu dinh ky 01
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lan/tuanhodc sao luu dot xuat theo yéu cau ‘quan ly nham phuc vu cho viéc phuc
héi, khic phuc hé thong kip thoi khi co sy ¢b xay ra.

Cong chtre, vién chirc, nguoi lao dong cé trach nhiém sao luu dinh ky hoac
sao luu dot xuat theo chi dao ciia Gidm doc So dir liéu cong viéc do ¢4 nhan quan
ly.

Piéu 10. Pam bao an toan hé thing mang may tinh, két ndi Internet

1. Quan Iy hé théng mang ndi bd

Mang ndi bg cua S& dugc t6 churc theo md hinh Clients/Server; mang nodi bod
khi két ndi voi mang Internet phai thong qua thiét bi tuong ltra kiém soat, c6 phan
chia hé théng mang ndi bd thanh cac ving mang theo pham vi truy cap, v0 hiéu
hoa tat ca cac dich vu khong sir dung tai timg vung mang, thyc hién nguyén tic chi
mo cac dich vu can thiét khi c6 yéu cau.

2. Quan ly hé théng mang khong day (wifi)

Mang khong day (wifi) cua So duoc phan tach thanh 16p mang riéng. Khi
thlet 1ap mang khong day co két n6i vao mang noi bo phai thiét 1ap cac thong sb
can thiét nhu dinh danh, mat ma, ma hoa dit liéu, co thay d6i mat ma dinh ky.

3. Quan ly truy cap tr xa vao mang ndi bd
Dbi véi viée truy cap tir xa vao mang ndi bd phai dugc theo ddi, quan 1y chit
ché, nhat 13 truy cap cé st dung chirc nang quan tri, phai thiét 14p mat ma do an

toan cao, thuong xuyén thay doi mat ma, han ché truy cap tir xa vao mang ndi bd
tir cac diém truy cap Internet cong cong.

Piéu 11. Pam bao an toan truy cip, ding nhip hé thong thong tin

1. Mbi cong chure, vién chire, nguoi lao dong duoc cép va st dung tai khoan
truy cp v6i dinh danh duy nhat gin véi nguoi dung d6 dé truy cap, ding nhap cac
hé thdng thong tin cua Sé. Trudng hop st dung tai khoan dung chung cho mdt
nhoém nguoi hay mot don vi, by phan phai c6 co ché xac dinh duogc ca nhan co
trach nhiém quan 1y tai khoan. Cong chtrc, vién chure, nguoi lao dong chi duogc truy
cap cac thong tin phu hop voi chiic ning, trach nhiém, quyén han ciia minh va co
trach nhiém bao mat tai khoan truy cap duoc cap.

2. Mat ma dang nhép, truy cap hé thong thong tin phai c6 do phirc tap cao
(co do dai toi thieu 8 ky tu, co ky tw thuong, ky tw in hoa, ky tw so hodc ky tw dac
biétnhu !, @, #, $, %,...).

Pi¢u 12. Pam bao an toan thong tin, dir liéu

1. Thong tin, dir li¢u khi duogc luu trit, khai théc, trao ddi phai dugc dam bao
tinh toan ven, tinh tin cdy, tinh san sang. Thong tin, dit li¢u quan trong khi duoc
luu trir, trao do1 phai &p dung k¥ thuat ma hoa, thiét 1ap mat khau, tmg dung chit ky
s0 va phai co co ché luu trir dy phong.

2. Trong trao doi thong tin, dir li¢u phuc vu cong viéc, cong chirc, vién chirc,
nguoi lao dong dong phai st dung H¢ thong quan 1y van ban va di€u hanh, hé
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théng thu dién tur cong vu (@tuyenquang.gov.vn). Han ché viéc sir dung cac
phuong ti€n trao doi thong tin dir li¢u, h¢ thong thu di¢n tir cong cong, mang xa
hoi trén Internet trong hoat dong ctia co quan.

Piéu 13. Xir Iy khan cip

Khi phat hién hé thdng bi tin cong, thong qua cac cac dau hiéu nhu: lubng
thong tin tang 1én bat ngd, ndi dung trang chu trang thong tin dién tir bi thay doi,

hé thong hoat dong cham khac thudng va cac dau hiéu khac, chuyén vién quan tri
mang can thyc hi¢n ngay cac budc sau:

1. Bu6c 1: Ngat két néi may chu ra khéi mang;

2. Budc 2: Sao chép logfile va toan bo dir liéu ctia hé thong ra thiét bi luu trit
(phuc vu cho cong tac phdn tich);

3. Budc 3: Khoi phuc lai hé thong bang cach sir dung dif liéu backup mdi
nhat dé h¢ thong hoat dong tr& lai;

4. Buoc 4: Bao cao Giam dbc SO va So Thong tin va Truyén thong bang vin
ban. Truong hop c6 sy ¢6 nghiém trong vuot qua kha nang khac phuc, phai bao
cao ngay Giam doc S¢ dé chi dao; d€ nghi S¢ Thong tin va Truyén thong dé dugc
hudng dan, ho trg.

~ Chuwong III
TO CHUC THUC HIEN

Diéu 14. Diéu khoan thi hanh

1. Cac phong, ban, don vi thugc S¢&, don vi su nghiép truc thuéc So, cong
churc, vién chuc, ngu’di lao dong S& Giao thong van tai c¢o trach nhi¢m thuc hi¢n
nghiém tac Quy ché nay.

’ 2. Trong qua trinh thyuc hién, néu co van dé phat sin}l hoac khoé khan, Yu@ng
mac, cac phong, ban,’ don vi, ca nhan phan anh kip thoi v€ Van phong S¢ dé tong
hop, bdo cdo Gidm doc S& xem xé€t, quyet dinh./.
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